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Discovery

E€|Te;<ster'
O crocs-.muni/ECTe:ter

Tool for testing black-box ECC implementations

JavaCards
Software libraries (15 supported) ECDSA

12 test suites (invalid curve attacks, ...) Sign(message m, private key X)

Decided to test timing of ECDH and ECDSA! 1 k& z,

r = ([k]G)x mod n
s=k~Y(H(m)+rx) mod n
Output (r,s)

AW N
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Leakage

(k]G

nonce preparation EC multiplication operation nonce-length dependency
e L

one Ioop iteration

m I M"'l' hll'hrli V:". S — |

—— 256 bits effective nonce length
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—— 251 bits effective nonce length

variation of power consumption (mV)
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Noisy bit-length of kK — HNP [1] — CVP or SVP — private key

Collect N signatures, take d fastest
Assume bounds [;

Form inequalities |k;| = |tix — u; | < n/2b
Construct HNP lattice and target vector
Solve via CVP/SVP

Get the key!

Minerva: The curse of ECDSA nonces

4/6



Exploitation

Jan Jancar

Noisy bit-length of kK — HNP [1] — CVP or SVP — private key

Collect N signatures, take d fastest
Assume bounds [; How?

Form inequalities |k;| = |tix — u; | < n/2b
Construct HNP lattice and target vector
Solve via CVP/SVP

Get the key!

Minerva: The curse of ECDSA nonces

4/6



Exploitation

Jan Jancar

Noisy bit-length of kK — HNP [1] — CVP or SVP — private key

Collect N signatures, take d fastest
Assume bounds [; How?

Form inequalities |k;| = |tix — u; | < n/2b
Construct HNP lattice and target vector
Solve via CVP/SVP Which?

Get the key!

Minerva: The curse of ECDSA nonces

4/6



Exploitation

Noisy bit-length of kK — HNP [1] — CVP or SVP — private key

Collect N signatures, take d fastest Recentering?
Assume bounds [; How?

Form inequalities |k;| = |tix — u; | < n/2b

Construct HNP lattice and target vector

Solve via CVP/SVP Which?

Get the key!

Jan Jancar Minerva: The curse of ECDSA nonces



Exploitation

Jan Jancar

Noisy bit-length of kK — HNP [1] — CVP or SVP — private key

Collect N signatures, take d fastest
Assume bounds [; How?

Form inequalities |k;| = |tix — u; | < n/2b
Construct HNP lattice and target vector
Solve via CVP/SVP Which?

Get the key!

Minerva: The curse of ECDSA nonces

Recentering?

Nonce differences?

4/6



Exploitation

Noisy bit-length of kK — HNP [1] — CVP or SVP — private key

Collect N signatures, take d fastest Recentering?

Assume bounds [; How?

Form inequalities ‘k," = ’t,-X — U ’ < n/2’f Nonce differences?
Construct HNP lattice and target vector

Solve via CVP/SVP  Which? Random subsets?
Get the key!

Jan Jancar Minerva: The curse of ECDSA nonces 4/6



Exploitation

Noisy bit-length of kK — HNP [1] — CVP or SVP — private key
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Assume bounds [; How?

Form inequalities |k;| = |tix — u; | < n/2b Nonce differences?
Construct HNP lattice and target vector
Solve via CVP/SVP  Which? Random subsets?
Get the key!

e ey u-bitflips?
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Analysis

4 & datasets of signatures, varying noise, secp256r1 curve
Run attack 5 times for grid of (N, d)
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Conclusions

Private key extraction in ECDSA
CC EAL4+ smartcard, 5 libraries
Two new methods

Geometric bounds
u-bitflips

Systematic analysis of lattice attacks on bit-length leakage

Attack on data from the TPM-FAIL paper [3], with only 900 signatures, instead of
40 000
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Thanks!
¥ jan@neuromancer.sk
The paper: minerva.crocs.fi.muni.cz
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