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Discovery of leakage

= ECTester: black-box testing of cards and libraries

2018 - Timing leakage in EC keygen in Botan 2 library
2019 - Let’s test ECDSA!

=⇒ 1 card + 5 libraries leak +
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Exploitation

Attack: Measure N signatures, take d of the fastest.
Assume some bounds li : ki = |xti − ui |n < n/2li

HNP: Given d of the above, find secret x .
Construct a lattice, reduce it, find a short vector, get the
private key.
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Conclusions

Our minimal N = 500; 1400; 2200, far from theoretical
minimum
Montgomery ladder leaked (incomplete formulas)
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Resources

Thanks!
7J08nY | / neuromancer.sk | R jan@neuromancer.sk
https://crcs.cz | https://github.com/crocs-muni

https://minerva.crocs.fi.muni.cz

https://crocs-muni.github.io/ECTester/

Ján Jančár et.al A Ladder has no Windows but can Still Leak 02.11.2019 5 / 5

https://neuromancer.sk
mailto:jan@neuromancer.sk
https://crcs.cz
https://github.com/crocs-muni
https://minerva.crocs.fi.muni.cz
https://crocs-muni.github.io/ECTester/

